LJ Computers Limited — Remote Support Client Security Statement

Disclaimer

LJ Computers Limited software downloads are provided on an “as is" and "as available basis" without warranty either expressed or
implied. All files have been virus scanned but LJ Computers Ltd cannot and does not guarantee or warrant that files available for
downloading through this site will be free of infection or viruses, worms, Trojan horses or other code that manifest contaminating or
destructive properties. For your own protection, you should scan these files again (as you should for any file downloaded from the
internet.) If you have a question concerning this software, please contact us directly. We refuse liability for any damage or loss resulting
from the use or misuse of our software. If you have a problem, question, or complaint about this software - contact us directly. LJC uses
reasonable care to ensure that software products, files, and demos are safe to operate when installed according to the manufacturer's
installation instructions and that all products are free from any known software virus. If you have any doubt at all about the safety and
operation of software made available to you - do not download it. Please refer also to this link www.ljcltd.co.uk/webtermsmain.htm as
your initial use and continued use of this Website indicates your acceptance of our Website Terms.

Software used

Our instant remote support software is called ISL Light and is made by Xlab. It uses industry-standard
security technologies to protect the data transmissions between the desktop control software at LJC and the
client. A signed executable with a certificate issued by VeriSign (www.verisign.co.uk) is used to protect the
initial software packet creation. ISL LIGHT data connections are encrypted with SSL (Secure Sockets Layer)
using strong 1024-bit RSA, 256-bit AES and Diffie-Hellman (SSL standard). The session code is
invalidated immediately after initial connection.

Functionality overview

This section describes the procedure, which the ISL Light software follows during usage:

1. The remote desktop support software (used by LJC) and the client-side software carry an automatically
generated certificate signed by XLAB. The Client uses this certificate to verify authenticity of LJC Support
Desk. Desk also carries a private RSA key to prove its identity. 1024-bit RSA keys are used in the ISL LIGHT
software packet.

2. The LJC remote desktop support software requests a unique session code from Conference Proxy remote
support server. The session code is a six digit number, which is used only once. Both the support desk and
Client connect to Conference Proxy remote support server by presenting this session code. Data
transmissions between the support desk and Client are now possible.

3. SSL handshake is performed by the LJC remote support desk and Client. Client verifies support desk's
certificate and proceeds only, if the certificate was signed by XLAB. Secure data transmission is now used.
Data is encrypted with at least a 128-bit cipher.

4. User Level Security. The client can choose to share the whole desktop, its selected region, e.g. the left
half of the desktop, or just an application. The client must approve each ISL Light session. Each feature is
allowed separately and can be disabled by the client instantly.



